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The sample code in this document is based on C# and .NetStandard.
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Before starting, the EKS-READy DevicelnfoServer-agreed certificate must be installed with its private key on the local machine
certificate store.

Also, access to the following libraries must be granted:

System.Security.Cryptography
System.Security.Cryptography.X509Certificates
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2 The M-Bus hosted response

When asked for an M-Bus Master on the DevicelnfoServer, the response can be something like this:

On this response, the keys HAK, PAK and PPK will come encrypted inside the EncryptedKeylnfo structure:
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These keys are encrypted using the Key Encryption Key (called KEK from now on] that can be found on the same structure:

“KeyEncryptionKey”: “KLhjd@Ear9QBjH/W1AyCUyicMPmQDUtIo+N8ShRo46j1sB50jx/eksNi8wdMx7SrFGKRS/Q/IpAwrR-
ARFUr6Is1M4th6VPNBwWN1bWiH9jVq4HQgq2wsOhDeMOsnPdH5FBHDABTAHBtCk+USssvT4rxOCoLgSoCPIoWz79hKex+tdAKkFmFsIgecdtY-
qQghrdfABbDuOv//HkIgWM2icOoEkZUPJIZdFrgH2VCRyjR5usQ4EGRR25VdFOakCnVAXCwO2IENnzzEOCHZbxyFxg/6JuyUB@IFWtGnikb+Xdn-
y8UGSIzIEtCsf5Dm7Ly1iAwb9YzdQ8alqfhiWR2qSaS800ZQ=="

}

This KEK is already encrypted with the EKS-READy DevicelnfoServer-agreed certificate’s public part.

When decrypting keys, the fist step is thus to retrieve this certificate that will provide the private key to decrypt the KEK, and
once we have the decrypted KEK, it can be used for decrypting the keys.

3 Getting the certificate

To get the certificate, given one thumbprint (at the certThumprint variable on the sample below), the storedCertificate must
be searched until one matches it.

X509Certificate2 certificate = null;
using (var store = new X509Store(StoreName.My, StoreLocation.LocalMachine))

{
store.Open(OpenFlags.ReadOnly);
foreach (var storedCertificate in store.Certificates) {
if (storedCertificate.Thumbprint == certThumbprint.ToUpper()) {
certificate = storedCertificate;
break;

}

store.Close();

}

4 Decrypting the KEK

Once the certificate is stored at the variable certificate, it can be used for decrypting the KEK using RSA:

var privateKey = (RSACryptoServiceProvider)certificate.PrivateKey;

var keyArray = privateKey.Decrypt(Convert.FromBase64String(KEKToDecrypt), RSAEncryptionPadding.OaepSHAL);
var decryptedKEK = Convert.ToBase64String(keyArray);
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5 Using the decrypted KEK for decrypting keys

With the KEK decrypted, any key can be decrypted using the AES Key Wrap Algorithm RFC 3394:
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6 Auxiliary class block

For help with decryption of the algorithm befare writing:
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